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SOME MYTHS IN THE NFC COMMUNITY

* “| want to perform a contactless payment transaction between my phone and a POS, so | need P2P”
> WRONG! A transaction between a POS terminal and a phone is based on a reader-card transaction same as
between a POS terminal and a contactless smart card.

* “If two devices communicate with each other they are using P2P”
> WRONG! Generally, when two handsets communicate with each other, one of them behaves as a reader and the
other one behaves as a card.

* “When two persons are exchanging money with NFC, they are using P2P”
> WRONG! Exchanges between handsets (thus between people) could use P2P or card / reader emulation protocol.

EXECUTIVE SUMMARY

NFC, Near Field Communication, is great ... but a bit complex. NFC is standardized by several bodies, many players deliver
information, which is sometimes difficult to clearly understand. For this reason, several false ideas or myths float around the NFC
community. The present White Paper will help you better understand which protocol is used for each use case, and to realize that
card / reader emulation is the best solution for most NFC use cases.

NFC, or Near Field Communication, is currently attracting lots of interest, as the technology allows to benefit from the wide avai-
lability of mobile communications, and to deliver new services to consumers, that facilitate day to day life, payments, transport,
marketing and information access.

NFC covers a variety of uses cases. A lot has already been written about the ways the technology can be used for payment,
transport, or smart poster applications. Other use cases include all types of marketing or consumer-oriented applications such as
loyalty programs, or couponing applications.

NFC standards describe several modes - card emulation, reader emulation and peer to peer - in order to allow the development
of solutions covering all use cases. Many applications are implemented or are under development based on the card / reader
emulation mode.

At the same time, a lot of confusion is arising from the acronym “P2P”, which some interpret as “person to person”. Most of NFC
interactions are actually person to person interactions, whether these persons use their handsets to exchange small amounts of
data, or complete a payment transaction in the roles of consumer and merchant.

P2P, in the sense of NFC standards, stands for “peer to peer”, and describes a communication protocol. NFC allows for many
types of person to person interactions, which are generally obtained thanks to card / reader emulation protocol.



Debunking NFC Peer-2-Peer Myths

February 2012

[4/13]

1. NFC AND ITS FUNCTIONS

1.1 NFC background

ANFC is a standards-based, shortrange (a few centimeters) wireless connectivity technology that enables simple and safe two-way
interactions between electronic devices. Typically, NFC is used for contactless communications between a handset and a terminal.

NFC is based on RFID (radio frequency identification) technologies, developed since the 1990s. Engineers at Inside Secure have
played a central role in developing research and obtaining patents covering NFC technologies. Along with them, Nokia, Sony
and Philips (now NXP) also played a role since the beginning of RFID, and then NFC, developments.

1.2. Payment functions

The bestknown use case for NFC is to enable payment functions between a handset and a payment terminal. Thanks to NFC,
users are able to tap their handset on a payment terminal, or any other device, and to operate a payment transaction the same
way they operate a payment fransaction between a card and a payment terminal.

In such a case, the handset comes in the magnetic field of the payment terminal, it is detected, and then the payment terminal
initiates the transaction. The magnetic field carries the low-level protocol exchange to perform the payment transaction. The
payment terminal is the initiator of the exchange, and the handset answers to the commands sent by the payment terminal.

Payment transactions constitute the most visible use case for NFC. Major companies such as Google or ISIS in the US, and
Orange and other mobile network operators in Europe, are currently implementing payment applications based on the interac-
tion between a payment terminal and a NFC-enabled handset.

Typically, a mass transit payment transaction involves the same behavior between the bus validator or the subway gate and the
handset.

1.3. Smart poster

Another use case for NFC is the smart poster, which allows a user with a NFC-enabled handset to access digital content.

A current global trend is to bring more information to end-users. Typically public transport operators want to bring up-to-date
transport information to their users. Smart posters are also used as part of marketing campaigns: an area is defined on a poster
where users have to point and shoot in order to obtain discounts, participate to games, etc.

So far, smart posters generally include a 2D barcode. Users have to point at the barcode, and scan it to trigger actions (such
as going to a URL, or downloading content) on their smartphone.

With NFC, a smart poster is affixed on a wall or on another support. It contains RFID (contactless) chips, shown to the user
thanks to a NFC logo. When a user brings a handset close to a target on a smart poster, the NFC chip in the handset detects
the presence of a contactless tag, generates a magnetic field, which is used to power the contactless tag. Then, the handset
manages a data exchange with the contactless tag, which generally will trigger an action in the handset. Typical actions
include: go to a given URL, send a SMS, etc.

Smart posters ease deployment of better information services for end users, and to fine-tune them to the specific needs of each
user, for instance by delivering transport related information, or giving access to marketing campaigns.

1.4. Pairing

Another use case for NFC is the pairing between devices, for instance between a handset and a headset.

Users are generally deterred by the complexity of a Bluetooth pairing, which includes an identification phase and a proper
pairing phase. NFC allows simplifying and shortening the pairing process by replacing the identification phase by a simple tap
between the two devices.

In this use case, one of the devices, typically the handset, detects the presence of the other, then generates a magnetic field,
and issues commands, to allow for cross identification. Then the proper Bluetooth pairing takes place.



Debunking NFC Peer-2-Peer Myths
February 2012

1.5. Other use cases

Other use cases such as:
* Loyalty programs (acquiring loyalty points and redeeming them),
* Benefits management,
* Healthcare applications,
 Content download (books, documents or music ...},
 Content transfer,
* Physical access control to room, buildings or vehicles,
* Logical access control to networks,
* ID document replacement,
* Hotel check-in,
* Asset management (reading contactless tags),
¢ Time and location reporting,
* Download and use of tickets for mass transit, airlines, concerts and sport events ...
* Boarding pass storage for air travel,
¢ Electronic devices activation,

° Etc.

All follow the same implementation principles as payment functions, smart posters or pairing.

[5/13]
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2. NFC SPECIFICATIONS: VARIOUS MODES AND THEIR ROLES

2.1. Card emulation mode

2.1.1. Specification

«Card emulation mode» is the name given when a NFC device is used in passive mode, to emulate the behavior of a contactless
card. The transaction is made facing an active device, which emulates a contactless reader/writer.

Power Data

Data

NFC card emulation mode allows the NFC-handset to behave like a contactless smart card.
In such a transaction,
* The reader (typically a POS terminal, a subway gate, a PC, etc.) generates a magnetic field thanks to its antenna.

* The reader sends commands to the NFC-enabled handset the same way as it would send commands to a contactless
smart card.

* The NFC-enabled handset sends its responses to the reader.

Typically, the RF exchange is as follows:

RF Field ON

By reader Reader Card
command Response

iloaa moﬂulai;on]

>

Card emulation mode is based on ISO standards 1ISO 14443-A and I1ISO 14443-B, which are endorsed by the NFC Forum.

2.1.2 Usage

Typically, card emulation mode is used for contactless payments and ticketing by NFC devices as it is easily implemented without
changing the existing infrastructure.

The payment industry has agreed on the EMV standard for secure payments, based on contact or contactless cards. Contactless
implementations of EMV include MasterCard PayPass and Visa payWave, among others. Payment using NFC follows the same
EMV-based protocols, as with cards. In order to support both EMV contactless cards and NFC handsets, POS terminals are cur-
rently being upgraded to support contactless interaction. For instance, MasterCard PayPass is already accepted at over 340,000
locations worldwide.

[6/13]
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2.2. Reader emulation mode

2.2.1. Specification

«Reader emulation mode» is the name given when a NFC device is used in an active mode, to emulate the behavior of a contactless
card reader. The transaction is made facing a passive object, such as a tag, which behaves like a contactless card.

Power Data

ﬂ

Data

NFC Reader Emulation mode allows the NFC-handset to behave like a contactless reader.
In such a transaction,
¢ The NFC-enabled handset, in reader emulation mode, generates a magnetic field thanks to its antenna.

* The NFC handset sends commands to the tag the same way as it would send commands to a contactless smart card,
or a tag.

* The tag sends its response to the NFC handset.

Typically, the RF exchange is as follows:

<\\\
RF Field ON & @

By reader Reader Card
command Response

Z!oaa moaulai:on]

Reader mode is based on ISO standards ISO 14443-A and 1ISO 14443-B, which are endorsed by the NFC Forum.

2.2.2 Usage

Typically, reader emulation mode is used for NFC smart poster applications.

For instance, a tag can be installed at a bus stop in order for users to get transport service related information from their handset.
In this case, the user will just need to bring his handset close to the tag, the handset will read data (in the form of a NDEF message)
from the tag, and then execute actions triggered by the tag. Such actions may include reaching an URL to obtain global transport
related information, or getting the timetable for next buses, etc.

These use cases have in common to require limited means for implementation, as all that is needed is to affix a tag where appropriate.
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2.3. Peer to peer
2.3.1. Specification

P2P (peer to peer) is an exchange protocol allowing a device to initiate an exchange with another device whatever the transaction
initiator.

P2P mode is based on ISO 18092 standard, which includes two modes: P2P Passive and P2P Active.

P2P Active-Passive mode
In this case, one of the two devices, the P2P Initiator, is generating a magnetic field, and the other device, the P2P Target, is receiving it.

Power Data

ﬁ

Data

P2P Target

P2P Initiator (acting like a reader) acting. ke aicand)

This P2P mode is recommended by the NFC Forum. Data exchange protocol is defined in the ISO 18092 standard (formerly
ECMA 340). One of the devices is the initiator of the exchange, and behaves like a reader, and the other device is the target of
the exchange and behaves like a card. After all, this mode can be seen as working like the reader-emulation and card-emulation
mode. In fact, the exchange is slower than the classical card / reader emulation mode, due to additional protocol stack (cf. §2.4).

Typically, the RF exchange is as follows:

Vo W B== p

RFFieldON — <= —
By initiator Initiator Tigee

command Response
oad modulation,

P2P Active-Active mode
In this case, both devices are generating magnetic field and sending data.

Power Data

ﬁ

Data

P2P Target

P2P Initiator (acting like a reader) (actinglike:a:reader)
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This mode is not yet endorsed by the NFC Forum. In this mode, devices play a symmetric role, both generate a magnetic field,
transmit and receive data. In other words, both devices take turns in playing the role of a reader and the role of a card. This mode

is slower, more complex, time consuming and batteries are drawn from both devices to generate magnetic field. Data exchange
protocol is defined in the ISO 18092 standard.

Typically, the RF exchange is as follows:

RFFieldON < _ RFField OFF  RF Field ON s RF Field OFF
By initiator Initiator By initiator By Target Target By Target
command Response

2.3.2 Usage

Typical use case for peer to peer is the exchange of business cards between two handsets. In this case, one of the handsets starts
the exchange, and sends a business card to the other. Then, the other handset will send a business card to the first one.

The P2P Active-Passive mode can be used for such an exchange. One of the handsets is the P2P initiator, and the other one is the
P2P target. But, it is demonstrated that, for such an exchange, the reader / card emulation mode is more efficient, as it requires
less protocol exchanges to deliver the same service.

2.3.3 Technical issues

Coupling between antennas

It is generally recommended, for a good RF transmission, to have a 2 to 3 size ratio between the antennas of two devices inte-
racting with each other. In P2P mode, as the size ratio between antennas is close to 1, many issues may arise from the coupling
between two antennas with characteristics too close to each other. A strong coupling between the two antennas will lead to @
loss in power transmission between the two devices and a strong detune between antennas.

Data transfer rate

The objective of NFC in device-to-device communication is to exchange a few bytes of data to bootstrap communication using
another protocol with a better throughput. Typically, NFC is used to establish a Bluetooth or Wifi pairing, as a starting point of
the exchange. Data is then transmitted in Bluetooth or Wifi.

NFC, both in card / reader emulation mode and in P2P mode, is not meant for large data transfers due to poor data rate of the
contactless protocol.

Communication speed

P2P specification is limited to 424 kbits/s. On the other hand, card / reader emulation mode is limited to 848 kbits/s as of today.
Ongoing developments allow envisioning a speed reaching 6.7 Mbits/s in the near future.

Low level protocol support

P2P protocol is limited to Type A (ISO 14443-A based) and Type F Sony Felica based) protocols, thus using specific protocols not
supported in the existing infrastructure (e.g. payment POS) whereas the card / reader emulation mode supports ISO 14443-A,
and ISO 14443-B protocols.
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2.4. Protocol stacks

Protocol stacks constitute the software implementation of a communication protocol. Complexity of the communication protocol
is reflected in the complexity of the stack, making communications slower and more cumbersome.

NDEF Data |
SNEP | IP Binding NDEF data
LLCP ISO7816
Frame format 1SO14443-4
1SO18092
' Based on 15014443-28&3 | Low level protocol 1S014443-2&3
P2P mode Card / reader

emulation mode

LLCP or “Logical Link Control Protocol” is the protocol used in NFC peer to peer mode for communication establishment.
SNEP or “Simple NDEF Exchange Protocol” is the application-level protocol dedicated to peer to peer mode.

As a result, a P2P stack implements ISO 18092, LLCP, SNEP, and NDEF data. On the other hand, a card / reader emulation
mode protocol stack only requires ISO 14443, 1ISO 7816, and NDEF data, making it a more efficient option.

2.5. NFC specifications architecture

P2P Reader/ Card
mode Writer mode mode
NFC-IPT
Sony (Type F) Sony (Type F) Sony (Type F) (15018092)
NFC-IP2
ISO 14443-A 1ISO 14443-A ISO 14443-A (S0 21481)
UNFC
ISO 144438 | | ||I1SO 144438 ISO 14443-B ~Ferum...
: NFC
77777777777777777777777777777777 1 Forum (optional)
ISO 15693 ISO 15693 ISO 15693
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3. PEER-TO-PEER VS. PERSON-TO-PERSON

A lot of confusion exists on the market relatively to the acronym P2P. Some interpret it as peer to peer, but many others are confused
between peer to peer, person to person, P2P payment, P2P pairing, efc.

3.1. P2P: Peer to Peer

TP2P is defined in the NFC standards as peer to peer.
Peer to peer is a communication protocol defined in the ISO 18092, and described in § 2.3 of the present document.

Peer to peer communication protocol is a technical choice that can be made when implementing customer demand for NFC

exchange between two devices.

3.2. Person to person interaction

Person to person payment may occur in a variety of contexts.

For instance, a Paypal payment initiated from a computer or from a handset is a person to person payment that does not involve
NFC technology at all.

NFC based person to person interaction may include a variety of use cases:
* Payment between individuals,
* Payment between a consumer and a merchant,
* Pairing between devices,
* Data exchange, such as business cards, or larger files.

From a communication protocol standpoint, a payment between individuals is not different from a payment between a handset
and a payment terminal. A person to person payment is generally achieved using the card / reader emulation protocol.

Pairing between devices (cf. § 1.4) is typically performed using the card / reader emulation protocol.

Data exchange between handsets (cf. § 2.3.2) is more efficiently performed using the card / reader emulation protocol as it
requires less overhead for protocol exchanges.
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4. CONCLUSION

The market requires support and clarity in understanding which NFC protocol to choose depending on the usage required.

The protocol choice for typical use cases is as follows:

Performing a transaction with a POS using a NFC mobile The POS is acting like a reader while the handset is
phone acting like a card.

Card / reader emulation protocol is used.

Pairing a NFC handset with a notebook The notebook typically acts like a reader or a P2P initiator
while the handset will act as a card or P2P target. For
very simple pairing the handset can emulate a tag and
send NDEF data to the initiator.

P2P is optional and can be replaced by card / reader
emulation mode.

Pairing two handsets One of the handsets behaves as a reader or a P2P initiator
while the other handset behaves as a card or P2P target.

Having a mobile switching from reader to card mode is
enough to allow exchange of NDEF data either based
on LLCP or stored into a tag for emulation. P2P is optional
and can be replaced by card / reader emulation mode.

Obtaining a coupon after a PayPass transaction at a The user’s handset remains in card emulation and the
POS terminal POS terminal writes the coupon in a specific data file
just as if it was doing a transaction with a smart card.
Card / reader emulation protocol is used.

We can see from this table that the mode of choice is card / reader emulation mode, which fits the demand in all use cases.

So one may wonder why P2P has been included in the NFC specifications. Maybe the only use would be to provide some software
developers with a symmetrical data exchange mode at APl level. On the other hand, card / reader emulation mode benefits from
the entire existing infrastructure, namely handsets and POS terminals. Adding P2P would mean adding a huge direct and indirect
cost, which could hinder NFC adoption.

Note that P2P active could be used for low cost and powered devices by removing the complex receiver of load modulation as
only the reader mode emission and the card mode reception are necessary ending up into a very simple design.
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5. TABLE OF ACRONYMS

API “Application Programming Interface”

AECMA Standardization body involved in Information & Communication Technology
and Consumer Electronics - Formerly “European Computer Manufacturers Association”

ETSI “European Telecom Standards Institute”

EMV “Europay MasterCard Visa”
Standards for secure payments, using contact or contactless smart cards, or NFC handsets

ISO International Standards Organization

LLCP “Logical Link Control Protocol”
Protocol used in NFC peer to peer mode for communication establishment

NDEF “NFC Data Exchange Format”
Standard exchange formats for NFC exchanges. NDEF allows to store information
like URL, SMS or plain text in a data container that could be stored on an NFC tag
or exchanged over NFC protocol

NFC “Near Field Communication”
RFID “Radio Frequency Identification”
RTD “Record Type Definition”

An NFC-specific record type and type name which may be carried in an NDEF record

SNEP “Simple NDEF Exchange Protocol”
Application-level protocol dedicated to peer to peer mode

SMS “Short Message Service”

URL “Uniform Resource Locator”
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